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NAVIGATING THE LIMITS: ELECTORAL MANAGEMENT 
BODIES AND THE STRUGGLE AGAINST 
DISINFORMATION AND FOREIGN INTERFERENCE

ABSTRACT
The problem of disinformation and foreign interference in elections has 
increased significantly in recent years.  It creates an uneven playing field 
that hinders fair competition and informed voting. Electoral disinformation 
manifests itself in two ways: partisan and procedural. Partisan disinformation 
targets candidates and voters with false information to influence their 
voting preferences. In contrast, procedural disinformation seeks to 
disenfranchise voters or undermine the electoral process. Foreign 
interference in elections can be defined as any attempt to influence the 
outcome of an election in another country. Have Electoral Management 
Bodies (EMBs) implemented effective countermeasures to mitigate these 
risks? The answer is complex, but no. They face institutional, legal and 
technical constraints that limit their actions. First, EMBs cannot change 
electoral laws to make them more resilient against the threat of 
disinformation and foreign electoral interference. Second, disinformation 
is usually not criminal and falls outside most legislation, making prosecution 
difficult. Foreign interference falls beyond national jurisdiction. Third, 
the actions that EMBs can take are limited by their obligations to be fair 
and impartial. Fourth, while enhancing content curation on social media 
platforms would be beneficial, EMBs lack the authority to enforce such 
measures, and these platforms exercise limited control over the content 
that is published.

Introduction
Electors are increasingly exposed to new risks that can undermine the integrity 
of free and fair elections. Until a decade ago, electoral malpractice mostly took 
the shape of vote buying, and harassment of voters, candidates and electoral 
staff to attempt to manipulate results. The enactment of more robust elector-
al laws and the professionalization of Electoral Management Bodies (EMB) 
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have gone a long way towards eliminating these risks and making elections 
safe. Nonetheless, these measures appear to provide a frail defence against 
new electoral risks. Disinformation and foreign interference, both phenom-
ena that have escalated dramatically over the last few years, greatly distort 
the level playing field that allows candidates to compete fairly and voters to 
make informed choices. They are a growing threat to electoral integrity in all 
democracies. Recent electoral events give abundant examples of the scale of 
this problem1.

In order to mitigate new electoral risks, some national security agencies 
have adopted a deterrence defence strategy. In October 2017, the German Par-
liament enacted the Network Enforcement Act (Netzwerkdurchsetzungsgesetz) 
to curb the dissemination of disinformation and hate speech2. In January 2019, 
the government of Canada established the Critical Election Incident Public 
Protocol (CEIPP) to inform citizens of a threat to the integrity of elections 
(Democratic Institutions 2020). France established the digital security agency 
VIGINUM in July 2021 to safeguard against digital foreign interference3. The 
US Justice Department has implemented measures to disrupt foreign malign 
influence operations (US Justice Department 2024). ​​​​The Australian Govern-
ment recently launched the security initiative “Countering Foreign Interfer-
ence in Australia: Working together towards a more secure Australia” in order 
to reduce this threat (Department of Home Affairs 2024). 

Some EMBs, such as in Estonia, Australia and Canada have also taken steps 
to secure the right to vote and, in particular, to limit the spread of disinforma-
tion. Even so, as this article will explore, when examining EMBs’ action plans, 
a pressing question arises: despite the seriousness of the new electoral risks, 
why have electoral administrators implemented only a limited set of counter-
measures so far? We argue that this shortcoming arises because all mitigation 
efforts are constrained by a complex set of institutional, legal, and technical 
limitations, which restrict the scope of action available to all stakeholders in 
this fight—most notably EMBs themselves. Consequently, while EMBs strive 

1   For a comprehensive overview of foreign information manipulation and interfer-
ence in elections, see O’Connor, Sarah, Fergus Hanson, Emilia Currey, and Tracy Be-
attie (2020), “Cyber-enabled foreign interference in elections and referendums,” Inter-
national Cyber Policy Centre at ASPI 63. For recent disinformation campaign overview 
per country, see EU DisinfoLab publications at https://www.disinfo.eu/publications.
2   The Netzwerkdurchsetzungsgesetz (NetzDG) law is designed to limit the spread of 
disinformation and hate content on social networks. It came into force on October 1, 
2017. The Law obliges for-profit social networks to remove plain hateful content with-
in 24 hours of being reported. If the illegal nature of the content is less obvious, the 
networks have a week to react. See https://www.gesetze-im-internet.de/netzdg/
BJNR335210017.html
3   Set up in July 2021, VIGINUM’s mission is to detect and characterize any suspicious 
propagation of misleading or hostile content on digital platforms involving foreign ac-
tors intending to harm France and its interests. See: https://www.sgdsn.gouv.fr/no-
tre-organisation/composantes/service-de-vigilance-et-protection-contre-les-ingerenc-
es-numeriques
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to implement safeguards against these risks, they often find themselves unable 
to overcome this complex and multifaceted impasse. Furthermore, although 
the study of electoral disinformation is well established, the distinction be-
tween partisan and procedural disinformation remains unclear, hindering 
EMBs’ ability to effectively address the unique challenges posed by this threat.

Before proceeding with our analysis, three important remarks must be high-
lighted. First, EMBs enjoy varying degrees of autonomy, which limits any gen-
eral conclusions we may draw. For instance, comparing mixed model EMBs in 
France and Spain with fully independent EMBs in Canada, Estonia and Costa 
Rica would be inaccurate and misleading. The latter have broad powers, al-
lowing them to intervene with voters, candidates, and election officials before 
and after writs are issued. In contrast, the former only have responsibilities for 
conducting elections. Hence, each EMB should be evaluated on its own terms, 
so we can only offer a preliminary assessment at this stage. A more in-depth 
examination of each EMB would be necessary, but it falls outside the scope of 
this article. Second, it’s essential to recognize that EMBs alone cannot bear the 
entire responsibility for countering election-related hazards. Other national 
security actors also play a role in this effort, making it unfair to place the full 
burden of responsibility on EMBs for any shortcomings in the defence against 
such threats. Third, disinformation in other non-electoral related fields, such as 
vaccination against COVID-19 (Sessa 2022a), the Russian invasion of Ukraine 
(Sessa 2022b), climate change (Dave, Ndulue, and Schwartz-Henderson 2020), 
and Brexit (Marshall and Drieschova 2018), also constitute a real struggle against 
which the scientific, public health, and national security communities, despite 
their efforts, have yet been able to develop an effective defence. Therefore, it 
would be wholly unrealistic to expect EMBs to single-handedly address the 
threat of electoral disinformation. Keeping these limitations in mind, our ex-
amination of EMB actions will be shaped accordingly.

This article is divided into four sections. The first section distinguishes 
between partisan and procedural disinformation and defines foreign inter-
ference in elections. The second section reviews the risk mitigating strategies 
that EMBs have adopted. The third addresses our research question and thus 
examines four key limitations that they face in safeguarding elections. Final-
ly, the fourth section outlines potential strategies that EMBs could adopt to 
preserve electoral integrity, followed by our conclusion.

What Is Disinformation?
Disinformation is “[i]nformation that is false and deliberately created to harm 
a person, social group, organization or country” (Wardle and Derakhshan 
2017:20). In the context of an election, disinformation aims to influence either 
public opinion in general, to undermine the sincerity of the vote or, more spe-
cifically, a group of electors in an attempt to alter their voting preferences and 
behaviour. Disinformation producers and disseminators use various technical 
and communication strategies. They can spread false or misleading stories and 
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credit distorted statements to a candidate to erode his credibility and arouse 
disapproval. They can publish online images and videos edited by software, 
such as Deep Fakes (Garnett and Pal 2022; Łabuz and Nehring 2024). They 
may exploit coordinated, inauthentic online behaviour with the same goal by 
feeding several fake social media profiles. To bolster a candidate’s popularity, 
they may resort to astroturfing – wrongfully implying that a successful event 
is of spontaneous citizen origin (Boulay 2015). The disinformation modus ope-
randi also involves nourishing trolls by stoking online debates on divisive top-
ics with false or partially fabricated information (Clucas 2020). Disinforma-
tion also circulates on fake sites, whose authors resort to “typosquatting” - the 
practice of producing counterfeit articles on a page identical in every respect to 
those on the official site of well-established media but with a different domain 
name that resembles the original (Irish 2023). The range of techniques used 
to disseminate disinformation is constantly expanding, thanks in particular 
to the new capabilities offered by artificial intelligence (Helmus 2022). Social 
media platforms, such as Facebook, X, WhatsApp, TikTok, WeChat and Tele-
gram, are the main disinformation vectors. It circulates there abundantly due 
to the ease with which anyone can use this digital space. Platforms also imple-
ment techniques such as microtargeting (Crain and Nadler 2019; Kusche 2019), 
which consists of personalizing users’ content based on the fine segmentation 
of their online behaviours and the wide operationalization of recommenda-
tion algorithms (Pariser 2012). This further accentuates online fragmentation 
facilitating disinformation efforts.

Although disinformation bears numerous causes that are no doubt linked 
to today’s geopolitical tensions (Rosenbach and Mansted 2019), it is also one 
of the main consequences of the business model of digital platforms, which 
entirely rests on user engagement – engagement that platforms can subse-
quently monetize by the sale of advertising (Brown 2021). Disinformation cir-
culates as much in public and semi-public spaces of digital platforms – as in a 
post, video or message published for online friends (or the public, depending 
on privacy settings). As the web is borderless, actors involved in disinforma-
tion campaigns can run from any country. Sometimes, traditional print me-
dia and broadcast media can also contribute to spreading disinformation by 
publishing articles with misleading claims. This is the case, for example, of 
the Russian state-funded media RT and Sputnik, which the European Union 
banned following Russia’s invasion of Ukraine in February 2022 because Brus-
sels suspected them of “systematic information manipulation and disinforma-
tion” (Union européenne 2022).

The Two Types of Electoral Disinformation

Electoral contests are a host of two types of disinformation. Partisan disinfor-
mation, by far the most frequent form, aims to manipulate public opinion to 
influence voters’ choices. It targets candidates, political parties and citizens. 
Examples during recent elections, in both stable and emergent democracies, 
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are almost infinite (ADF 2023; Jalli 2023; Osborn 2023). The perpetrators em-
ploy the panoply of ruses listed above to reduce the electoral fortunes of se-
lected candidates. They may also be explicitly aimed at driving electoral ab-
stention among voters who have shown their support for a candidate or who 
are inclined to do so given their socio-economic profile – the latest research 
in electoral sociology has illustrated, for instance, that better-educated voters 
tend to back left-wing parties (Gethin, Martínez-Toledano, and Piketty 2021). 

Procedural disinformation, the second type, targets electoral administrations, 
political parties and voters (Boston Globe, 2022). It consists of circulating false 
information about voting procedures, such as polling station opening hours, 
documents electors must present to vote or the list of candidates to damage 
the credibility of election results. Procedural disinformation primarily aims to 
disenfranchise certain voters to reap electoral gains. It could also be used to 
question the sincerity of the election or the conditions under which the bal-
lot is held, as the outcome looks unlikely to be favourable to the candidates of 
their choice. As in the case of the 2016 US presidential elections, it can also 
harbour the ambition of undermining social cohesion by promoting divisive 
issues such as race, LGBT rights, and immigration. These are just some of the 
many goals of this type of disinformation. Sometimes, its true motivations are 
complex, as the sole purpose seems to be making as much noise as possible 
(Gessen 2018). For example, during Brazil’s 2018 presidential elections, the 
Tribunal Superior Eleitoral (TSE) was the target of a disinformation campaign 
on X that suggested that the electronic ballot boxes had been hacked (Recu-
ero 2020; Taboada et al. 2023). During the Tunisian presidential elections in 
October 2019, opponents of Salma Elloumi’s candidacy circulated the infor-
mation that she had withdrawn in favour of another candidate in an attempt 
to influence voters’ choices (Business News 2019). During the 2021 US presi-
dential elections, false information was abundantly relayed on social networks 
concerning postal voting to restrict the participation of voters deemed more 
inclined to use this voting device (Censky 2021; Qiu 2021). These examples 
show the variety of strategies malevolent actors can exploit in a bid to make 
electoral gains or try to breed mistrust in the electoral process. 

Procedural disinformation thus represents a key concern in that it can un-
dermine the smooth running of elections, regardless of the impact it may have 
on voters’ choices – the effect linked to partisan disinformation. The prima-
ry mandate of EMBs is to organize elections in full compliance with the pro-
visions of the electoral law and other legal and administrative constraints to 
which they are subject. What’s more, EMBs have little control over the con-
ditions under which voters make their electoral choices. For example, they 
cannot influence the quality of information provided to voters by candidates. 
On the other hand, at least a majority of EMBs are responsible for controlling 
factual information about voting procedures. This is why fighting this type of 
disinformation matters for EMBs. 
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What Is Foreign Electoral Interference?

Foreign election interference campaigns pursue similar aims, using partisan and 
procedural disinformation as their main informational component (Jeangène 
Vilmer et al. 2018; Mohan and Wall 2019; Schmitt 2021; Tenove et al. 2018). 
They also use other means, chiefly illicit, to gain influence over the verdict of 
the ballot box. By hacking into the computer systems of electoral administra-
tions and political parties, foreign agents can try to change electoral data – by 
making certain votes disappear or altering election results. They may set out to 
make computer systems inaccessible by conducting distributed denial-of-ser-
vice (DDoS) attacks or phishing attempts to disrupt the computer infrastruc-
ture and services of EMBs. Estonia was the subject of a cyber-attack during the 
parliamentary elections of March 2023 (Martin 2023). In 2023, hackers man-
aged to gain entry via a very sophisticated attack on the electoral registers of 
the UK Electoral Commission (Seddon 2023). During the 2019 Kosovar par-
liamentary elections, the online election results display systems also suffered a 
major denial-of-service attack from Russia (Ahmetaj 2021). Hackers can try to 
influence voters’ opinions by making public information about candidates they 
allegedly stole. This was the case during the 2017 French presidential elections 
when Emmanuel Macron’s campaign team fell victim to leaked emails (Vilm-
er 2019). Foreign interference can also be motivated by an attempt to discred-
it the electoral process by relaying the rumour that the electoral outcome has 
been doctored. More traditionally, it can take the form of financial support for 
a candidate or political party or harassment of a candidate or family members 
(Hogue 2024; Zimonjic 2024). 

Measures EMBs Have Adopted to Mitigate New Electoral Risks

In face of the growing menace of new electoral risks, some EMBs have adopt-
ed risk mitigating measures. In 2016, Valimised, the Estonian State Electoral 
Office, created an inter-agency task force to safeguard against disinformation 
(McBrien 2020). In 2018, the Australian Electoral Commission put together 
the Electoral Integrity Task Force, a year-round multistakeholder team, which 
includes police and intelligence services, whose objective is to protect the in-
tegrity of electoral processes (Australian Electoral Commission 2018). AEC also 
implemented the Disinformation Register, which “lists prominent pieces of 
disinformation the AEC has discovered regarding the electoral process”(Aus-
tralian Electoral Commission 2023b). Since March 2020, The Electoral Ser-
vice of Chile (Servicio Electoral) offers electors a fact-checking page with an 
electoral “Fake news repository.” In 2021, the German Federal Returning Of-
ficer launched a similar fact-checking service on its sites (Die Bundeswahl-
leiterin 2021). In November 2021, participants at the XV Conference of the 
Inter-American Union of Electoral Bodies (Uniore) set up the Inter-American 
Observatory for Combating Disinformation, whose function is to build strate-
gic alliances with fact-checking agencies and social media platforms (OICDE 



ELECTIONS, DEMOCRACY, CRISIS │ 393

2022). In 2022, before the regional and municipal elections, Peru’s National 
Elections Jury (JNE) and the National Office of Electoral Processes (ONPE) 
implemented a bot service on WhatsApp to provide information about voting, 
such as polling places, to fight electoral disinformation (Oficina Nacional de 
Procesos Electorales 2022). They also added a fact-checking component to the 
channel with the support of a fact-checking initiative called ONPEChequea 
(ONPEChequea 2022). In June 2022, Brazil developed the Electoral Disinfor-
mation Alert System (SIADE), designed to facilitate the detection and prompt 
response to false content that could influence the electoral process (Tribunal 
Superior Eleitoral 2022). 

After the 2022 federal election, AEC implemented a Reputation Management 
System (RMS), an institutional-wide approach to maintain voters’ confidence 
in electoral integrity (Australian Electoral Commission 2023a:6). In October 
2023, the Electoral Tribunal of Panama (TE) developed a fact-checking service 
on its website called “VerificadoContigo” (verified with you)4. In 2023, Elections 
BC from Canada implemented a Disinformation Register on its website, which 
lists prominent falsehoods or misperceptions that have come to their attention 
(Elections BC 2024). In 2023, the Parliament of British Columbia updated its 
Electoral Law to make it illegal to transmit false statements about candidates’ 
citizenship and profession, as it might influence electoral outcomes (Legisla-
tive Assembly of British Columbia 2023). In January 2024, Elections Canada 
launched the “ElectoFacts”, a tool designed to inform voters during the next 
federal elections (Elections Canada 2024). Élections Québec’s latest strategic 
plan includes the objective of preventing the use of disinformation in electoral 
contexts by improving their preparedness, reducing the public’s vulnerability 
to electoral disinformation, increasing transparency and access to data, and 
preventing the use of disinformation in electoral contexts (Élections Québec 
2024:20). The Élections Québec website also provides a section on the var-
ious types of disinformation and how to handle them if encountered (Élec-
tions Québec 2021). The 2024-28 Elections Alberta’s strategic plan included 
developing a communication plan to emphasize “transparency within legisla-
tive limits, combating misinformation and disinformation, and creating safe 
spaces for public discourse” (Elections Alberta 2023:29). 

In 2020, Anton Boegmen, Elections BC CEO, recommended that more 
robust changes impose restrictions on electoral advertising, limit electoral fi-
nancial contributions to Canadian residents only, and regulate social media 
platforms, but those have yet to be implemented (Boegman 2020). Pierre Reid, 
CEO of Élections Québec, also proposed legislative changes in 2023 to require 
social media platforms to register election-related advertising and to add new 
offences specifically addressing disinformation in the Election Act to more 
effectively combat information manipulation (Élections Québec 2023:119). 

4   https://verificadocontigo.com/
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Why Have EMBs Adopted Insufficient Risk Mitigating Measures?
EMBs have Limited Legislative Power 

While the initiatives proposed by EMBs may enhance election security, as-
sessing their effectiveness remains challenging, as they are difficult to eval-
uate outside the context of an actual election. More importantly, despite the 
significant threats facing voters, the proposed measures appear both insuffi-
cient and overly cautious, as this overview demonstrates—they simply do not 
match the scale of the threat. Why have EMBs adopted only a limited set of 
timid risk-mitigation measures? The first reason for this is that most EMBs op-
erate within rigid legal frameworks, making it difficult for them to proactively 
address threats such as cyber-attacks, disinformation, and new forms of vot-
er suppression. They lack the ability to push for necessary legislative updates, 
which greatly limits their capacity to implement essential reforms. Even those 
classified as independent and considered a “fourth branch of government” by 
Michael Pal (Pal 2016:2) lack the plenary powers to amend legislation to make 
it more robust against new electoral risks. In the brief history of electoral ad-
ministrations, which has not yet celebrated its hundredth anniversary, the 
primary concern for EMBs has been the potential for partisan capture. This 
is why, little by little, democratic countries have adopted constitutional safe-
guards to ensure that EMBs can hold fair and free elections, in other words, 
in a non-partisan manner. This protection allows most EMBs to set electoral 
rules and guidelines, which any other branch of government cannot revise, let 
alone elected officials, as long as they comply with the constitution and elec-
toral laws. They have limited executive powers to call and hold elections, cer-
tify or annul election results, and resolve electoral disputes. They can impose 
fines on offenders, particularly in the area of the financing of political parties 
and candidates. Some electoral administrations may also set the date of the 
ballot, provided that they comply with the parameters set by the electoral law 
relating to the length of terms of office, for example. 

On the other hand, Members of Parliament (MPs) determine the roles and 
responsibilities of EMBs. They allocate EMB’s budget, appoint their mem-
bers and set their terms and conditions of employment. For instance, the eight 
members of the Electoral Commission of Jamaica are Selected and Nominat-
ed by both the Prime Minister and the Leader of the Opposition (Ministry of 
Justice of Jamaica 2006). In Mexico, Members of the Instituto Nacional Elec-
toral (INE) are appointed by a two-third vote by parliamentarians (INE 2017). 
Because of this constitutional framework, EMBs do not exercise plenary pow-
ers to amend laws in several areas linked to national security, which is entirely 
natural. Still, overall they cannot initiate reforms related to registering and vot-
ing regulations, nor the conditions under which ballots are cast5. For instance, 

5   This is true for reforms that are considered minor, major, and technical based on 
the distinction established by Kristof Jacobs and Monique Leyenaar. See (Jacobs and 
Leyenaar 2011)
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Germany’s Federal Returning Officer cannot amend the federal electoral law, 
as the Federal Ministry of the Interior and Community is the sole authority 
(Die Bundeswahlleiterin 2024). Nor can the Electoral Commission of the UK 
reform the Electoral law (The Electoral Commission 2023:8). France’s elector-
al legislative framework can only be amended by the National Assembly and 
the Senate once it has been deemed to comply with the Constitution by the 
Constitutional Council (Vie publique 2021). Similarly, the newly established 
Electoral Commission of Ireland’s power is limited to “advice and make rec-
ommendations to the Government or the Minister, about any proposals for 
legislative change, or any other policy matters concerning electoral policy or 
procedures,” when and only when “requested by the Minister,” (The Electoral 
Commission 2024). The Republic of Korea is a very rare exception to this rule, 
as, since 1992, the National Election Commission (NEC) can “submit a bill to 
the National Assembly when it is necessary to enact a new law or amend an 
existing law concerning elections,” as can do any other ministry (Kim 2024). 
Similarly, the South African Constitution grants the Electoral Commission the 
power to “continuously review electoral legislation and proposed electoral leg-
islation, and to make recommendations in connection therewith” (South Af-
rican Government 1996:2). However, although these EMBs have more power, 
they still need to convince MPs to adopt new election laws to enhance their 
resilience to new electoral risks.

However, history tells us that MPs have been known to ignore such recom-
mendations, as partisan interests often influence their decisions. As Kenneth 
Benoit has shown in his research on electoral reforms, once elected, represen-
tatives of the majority party usually prefer the status quo and are unlikely to 
support any proposed amendments to the electoral law unless they believe it 
will help them win more seats in the next election (Benoit 2004). Even when 
most citizens favour a legislative change, such as eliminating the first-past-the-
post electoral system in Canada, ruling political parties have chosen to main-
tain the existing system because they consider it more advantageous (Lajoie 
2022; Thompson 2022). Consequently, proposals to amend electoral laws to 
counter disinformation and foreign interference are most often met with in-
ertia. As a result, EMBs limited legislative competence hinders their capacity 
to adopt robust measures against new electoral risks (Vallée 2023). 

Disinformation Very Rarely Constitutes a Criminal Act

The second reason for EMBs’ limited action is that, like all other stakeholders 
fighting disinformation and foreign interference, they face serious legal re-
strictions. Disinformation rarely constitutes an illegal act (Gill 2020:14), and 
foreign interference can hardly ever be prosecuted. 

In general, criminal law in any democratic society is guided by three basic 
principles: i) any action that constitutes a crime must be clearly defined; ii) 
after a trial, a guilty verdict must be accompanied by a sentencing decision; 
and iii), the means of enforcing this decision must be within the reach of the 
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authorities. In disinformation cases, point i) presents the most significant dif-
ficulties; in the case of foreign interference, point iii) poses a challenge. 

Disinformation must be illegal for it to be considered a crime. Very few 
laws expressly prohibit it, which we will discuss below. However, there exist 
certain legal provisions that criminalize activities that could amount to disin-
formation using current categories of illegal content, but as we will see, they 
have a limited impact on reducing this phenomenon. For instance, in Cana-
da, hate speech is considered a crime if it causes harm and “undermines the 
dignity of others” (Supreme Court of Canada 2013). The legal threshold for a 
verdict of culpability is very high, as any democratic society values freedom 
of expression and thus must accept “some competition in the marketplace of 
ideas” (Sharpe 1987:232). Sharing a message on social media that falsely  attri-
butes a quote to a candidate or puts it out of context does not contravene hate 
speech provisions (Walker 2018). Nor does circulating the idea that candidate 
Emmanuel Macron’s election campaign during the 2017 presidential elections 
was financed by Saudi Arabia (Feertchak 2017). From this point of view, it is 
simply not a crime. In April 2024, Scotland revised its Hate Crime and Public 
Order Act to enhance protection against discriminatory acts targeting individ-
uals based on disability, race, religion, sexual orientation and gender identity. 
However, this amendment has a minimal impact on disinformation, as it does 
“not prevent people expressing controversial, challenging or offensive views” 
(Scottish Government 2024). Despite the recent amendment to this law, dis-
information remains largely unregulated in Scotland. 

In the same vein, one might also be inclined to use laws against defamation, 
as disinformation might resemble this, and lawsuits of this kind might come 
more easily to fruition. The crime of disinformation would then be considered 
a kind of defamation. However, as Lili Levi has demonstrated, legal actions for 
defamation have limited effectiveness in combating disinformation. They often 
fail to uncover the underlying truths beyond the specific statements in question 
and instead focus on providing redress to those who have suffered injustice. (Levi 
2022). Consequently, such laws have also a limited impact on disinformation.

Lastly, disinformation might approximate false advertising. For instance, 
Canada’s Competition Act contains provisions addressing “false or misleading 
representations and deceptive marketing practices in promoting the supply or 
use of a product or any business interest” (Government of Canada 1986:74.011). 
In this case, the main limitation is that disinformation is not usually aimed at 
selling a product or service. Rather, it is about intentionally disseminating false 
information. This approach would be ineffective in addressing disinformation, 
as it fails to acknowledge it as a criminal act and therefore fails to stop its spread.

That said, some electoral laws prohibit the spread of false information. Leg-
islators from different countries have taken three different approaches. One 
approach treats disinformation as a “content-related crime” and bans specific 
types of untrue information and content from being shared. Another approach 
considers disinformation as a “consequential crime” and evaluates it based on 
the impacts resulting from sharing concocted content. Lastly, some have opted 
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for a hybrid approach.6 The Czech Republic privileges the content-related ap-
proach. Section 16 of the Electoral Code states, “The election campaign must 
be honest and fair. No false information on individual candidates and political 
parties or coalitions, on whose candidate lists the candidates are featured, may 
be published”(Czech Parliament 1995:16). A total of 12 United States electoral 
laws also contain provisions against electoral procedural disinformation, such 
as California, New York, and Pennsylvania (Movement Advencement Project 
(MAP) 2024). The Canada Elections Act makes it illegal to distribute false in-
formation about candidates’ “citizenship, place of birth, education, profession-
al qualifications or membership in a group or association”7 (Government of 
Canada 2000:91). Article 57 of the Election Code of Ukraine (as amended in 
July 2020) makes it illegal “to spread deliberately false information about the 
candidate or party (party organization) that are electoral subjects” (Republic 
of Ukraine 2020:57). This legislative approach has limited effectiveness, as it 
only protects a narrow range of information typically not targeted by disin-
formation campaigns. 

Other EMBs privilege the consequentialist approach. Article 132 of the 
Electoral Code of Mali stipulates that 

“[t]hose who, using false news, slander or other fraudulent maneuvers, have di-
verted votes or have determined one or more voters to abstain from voting, will 
be punished by imprisonment of one (01) month to one (01) year and a fine of 
twenty-five thousand (25,000) to two hundred fifty-thousand (250,000) francs.” 
(République du Mali n.d.:132) (free translation). 

In Austria, the Criminal Code provides that

“[a]ny person who publicly disseminates false information about a circumstance 
that is likely to deter persons entitled to vote or to vote from voting or to in-
duce them to exercise their right to vote in a particular way at a time when a 
counterstatement can no longer be effectively disseminated shall be liable to a 
custodial sentence not exceeding six months or to a monetary penalty of up to 
360 daily penalty units.” (Article 264). 

The Brazilian Congress introduced in 2020 the pending Bill of Law on Free-
dom, Responsibility and Transparency on the Internet, which would make it 
illegal to disseminate false information to attack the credibility of elections 
(José Guimarães - PT/CE 2024; Vieira 2020). In 2023, the defence minister of 
Taiwan proposed to amend the All-out Defense Mobilization Readiness Act to 

6   ADTAC Disinventory provides a good overview of countries’ policies to fight dis-
information. See https://inventory.adt.ac/wiki/National_Policies_Affecting_Disinfor-
mation.
7   Even then, courts have rarely convicted people for such a crime as it is tough to 
prove that someone intentionally shared information they knew to be counterfactual 
(Gaumond 2020). Sharing false information is, therefore, not a crime unless it can be 
proven that it was done with full knowledge of the facts and with the willful intention 
of distorting the conditions of the vote



Navigating the Limits398 │ Ian Parenteau

include measures that are aimed at combating “cognitive warfare,” which refers 
to the dissemination of disinformation or rumours that pose a threat to society 
and the general public (Chan 2023). This bill has not been officially approved 
due to uncertainties surrounding specific provisions and their implementation 
(Souza, 2023). With an even more forceful approach, the French parliament 
adopted in 2018 the “Law Against the Manipulation of Information” (Loi con-
tre la manipulation de l’information), which aims to combat the various forms 
of intentional dissemination of fake news. During the three months preceding 
a national election, a judge can use this law to rapidly halt the circulation of a 
publication by the following three criteria: i) the false news must be evident; ii) 
be disseminated on a massive scale and artificially; and iii) lead to a disturbance 
of the public peace or the sincerity of an election (République française 2018)8. 

Latvian authorities have taken a hybrid approach. The Criminal Law con-
siders an offence the act of hooliganism, which is to carry out “a gross distur-
bance of the public order, which is manifested in obvious disrespect for the 
public or in insolence, ignoring generally accepted standards of behaviour and 
disturbing the peace of persons or the work of institutions” (Tieslietu minis-
trija 2022)9. Although spreading disinformation could rightly be considered 
an act of hooliganism, some are calling for this law to be overhauled so that it 
can be used more specifically to deal with disinformation, given the extent of 
this phenomenon today (Zāģere and Treļs 2022). Besides this legislation, Lat-
via adopted a different legislative path that should have an impact on disinfor-
mation, as the Parliament approved in September 2023 the ‘National Security 
Concept,’ a government-backed policy planning document. It states that as of 1 
January 2026, all content created by public media must only be in Latvian and 
languages belonging to the European cultural space (Eng.LSM.lv 2023). The 
move will prohibit Latvian media from producing content in Russian. As most 
disinformation efforts in Latvia target the Russian-speaking minority, this leg-
islation will presumedly contribute to curbing disinformation10.

Have any of the three legal initiatives been effective in combating elector-
al disinformation? It is premature to give a definitive answer, as evaluating 
the impact of such legislation is complex, given that disinformation is a rel-
atively new phenomenon and long-term data is limited. Most studies of laws 
designed to limit the spread of false or misleading information on social me-
dia focus on the consequences of freedom of expression, rather than on their 

8   This law has been used only once, and the complainants were unsuccessful because, 
according to the judges who examined the complaint, the shared information was not 
covered by the law.
9   For a good overview of EU legislations that limit the spread of disinformation, false 
news and fake news, see (Hoboken and Fathaigh 2021).  
10   Some nations have enacted regulations in response to the issue of disinformation, 
although most of these laws predate the widespread use of technology and social me-
dia. For instance, Croatia’s Electronic Media Act forbids discrimination based on fac-
tors such as race, gender, or religion. It also contains bans on apologizing for fascism 
or communism. (Hrvatski sabor (The Parliament of Croatia) 2009). 



ELECTIONS, DEMOCRACY, CRISIS │ 399

effectiveness11. Additionally, other factors beyond the reach of these laws may 
have contributed to any observed different pattern of behaviour in disinfor-
mation campaigns. Studies have shown trends in Russian disinformation cam-
paign operations that are primarily linked to geopolitical objectives that the 
Kremlin wishes to reach. For instance, since 2020, Russia has intensified its 
engagement in the Sahel region with the objective of reshaping the region’s 
strategic landscape and undermining Western influence (Terren, Aelst, and 
Damme 2025). We should therefore be cautious to accredit the reduction of 
disinformation solely on the effectiveness of laws. 

Foreign interference cases are even more straightforward. As stated above, 
EMBs do not exercise national security or defence powers, which is entirely le-
gitimate. Crucially more critical, however, they do not have any authority beyond 
their territory, even in areas where they are competent. Even if they could iden-
tify malign actors behind foreign electoral manipulative operations and convince 
legal authorities to initiate criminal proceedings against individuals or entities 
that violated electoral laws, these proceedings would be ineffective if the alleged 
offenders resided outside the country12. This is because extradition agreements 
between like-minded states are rare. Such a treaty does not bind Russia, China 
and Iran. Incidentally, identifying adverse online authors is also challenging, in-
somuch as widely available tools such as Virtual Private Networks (VPNs) allow 
users to maintain online anonymity easily. (Desai, Pawelec, and Lesher, 2022).

EMB’s Range of Actions is Limited by Strict Independence and Impartiality

The third limitation EMBs face in their fight against new electoral risks is their 
severe restriction due to the obligation of independence and impartiality. This 
constraint obliges them to show strict neutrality to ensure equality of oppor-
tunity between candidates. For instance, Austrian Returning Officers “have to 
make a vow as to their impartiality and conscientious fulfilment of their duties 
to the person who appointed them” (Bunderskamzlermat Österreich 1992:2)13. 

11   See for instance (Lim and Bradshaw 2023).
12   The remark made by David Vigneault, the director of the Canadian Security Intel-
ligence Services, during the Public Inquiry into Foreign Interference in Federal Elec-
toral Processes and Democratic Institutions well summarizes this difficulty: “Ultimate-
ly, state actors [were] able to conduct [foreign interference] successfully in Canada 
because there are no consequences, either legal or political. [Foreign interference] is 
therefore a low-risk and high-risk endeavour.” (Vigneault 2024). 
13   Somewhat surprisingly, the majority of electoral laws, which define the composi-
tion of the members of EMBs, their duties and responsibilities, do not specify that they 
must act in a neutral, objective and non-partisan manner. In some cases, as in Singa-
pore, they only have to confirm that they are not a political party member on the day 
of the vote, which seems to me to be a very weak constraint and guarantee of integrity. 
This issue would certainly merit further analysis. Cf. The Statute of the Republic of Sin-
gapore. Presidential Elections Act (Chapter 240A), 2011, Part II, Elections (ELD n.d.). 
In the case of Luxembourg, the legislator has prohibited election staff from being affil-
iated or related to candidates and elected persons, but nothing is mentioned about their 
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In Canada, any election officer must make a solemn declaration before assum-
ing duties that “he or she will exercise the powers and perform the duties of 
the office in an impartial manner” (Ministère de la Justice 2023:3).14 To ensure 
non-partisanship, members of Guatemala’s Supreme Electoral Tribunal (Tri-
bunal Supremo Electoral) cannot be a member of any political party (Asamblea 
Nacional Constituyente 2017:124). 

This neutrality requirement severely limits any role EMBs may perform in 
defence of a candidate that is the subject of a partisan disinformation cam-
paign, as this may be interpreted as one-sidedness. Even where EMBs wield 
greater leverage, such as the Costa Rican Supreme Electoral Tribunal (TSE), 
its actions must be strictly limited and concordant with its constitutional ob-
ligation, and for this reason, its members are forbidden to “enter into debate 
with candidates or competing parties” (Gustavo 2023:56). TSE must be left to 
journalists and fact-checkers to debunk partisan disinformation. The nature of 
EMBs is that they must remain neutral. This prevents them from acting against 
disinformation and foreign interference, especially when partisan elements are 
involved, which is often the case. To overcome this limitation, EMBs should 
focus on addressing procedural disinformation, as this type of threat can be 
handled in an objective and fair way.

Social Media Platform Cannot Regulate Their Content, and This Includes 
Disinformation.

The fourth and final limitation faced by EMBs in addressing new electoral risks 
presents a dual constraint. Similar to the first limitation, EMBs lack authori-
ty over the legislative framework necessary to enact legal reforms that would 
enhance resilience to these threats. Specifically, they cannot impose regulato-
ry measures on social media platforms to ensure more stringent oversight of 
election-related content, despite these platforms playing a crucial role in the 
dissemination of disinformation. Furthermore, even if EMBs were to succeed 
in advocating for such reforms, the permissive terms of use and limited liabili-
ty provisions governing these platforms enable them to disregard a substantial 
volume of online content and its creators. They simply ignore most of what 
circulates on their platforms. 

This issue is compounded by the fact that a very important portion of so-
cial media platform traffic comprises inauthentic pages produced by automat-
ed bots (Binder 2024; Bischoff 2021; Kargl 2023). A report written in 2019 by 

membership of political parties or their duty of neutrality and objectivity. See Loi élec-
torale du 18 février 2003, Chapitre II. De la composition des bureaux, article 67. Cf. 
https://elections.public.lu/dam-assets/fr/legislation/loi-electorale-18-02-2003.pdf
14   This requirement for neutrality and non-partisanship is applied in various ways, 
considering the different organizational models of EMBs, particularly in cases where 
EMB members are representatives of political parties, as in Colombia, for example. In 
such cases, requiring them to put partisanship aside would be in conflict with the very 
principle behind the law.
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former Facebook data scientist Jeff Allan well illustrates this phenomenon. In 
the United States, “6 of the top 10 pages visited by the African-American com-
munity were pages produced by troll farms” based in Kosovo and Macedonia 
(Allen 2019). The authors of these sites were not from this community, nor 
were they even designed to bring community members together to share their 
views and promote their interests. Their creators exploited Facebook’s adver-
tising revenue model, which favours popular content (Alexander 2016). And yet, 
despite the inauthentic nature of these pages and the fact that this phenome-
non is documented, the platform has done little to restrict their distribution. 
Although platforms occasionally say that they have removed hacked accounts 
and adopted tools to identify inauthentic online behaviours, in reality, because 
this phenomenon is so vast, the scale of such efforts is insufficient to have an 
impact (Nimmo 2022; Safi 2019; Sawers 2022; Timberg and Dwoskin 2019). It 
is likely to grow, as counterfeiters now have the tools to deepfake digital con-
tent using artificial intelligence, making their task even easier (Mai et al. 2023). 

If it is difficult for platforms to measure the phenomenon of online in-
authenticity, it is even more difficult for third parties, such as legislators, to 
recommend solutions to counter disinformation, as they also have very little 
access to the massive data that these platforms accumulate and that would en-
able a better understanding of this phenomenon. As private companies, they 
are reluctant to share such data (Persily and Tucker 2021). Social scientists and 
journalists complain about the lack of collaboration and transparency in so-
cial media so that they can better understand, among other things, how the 
algorithms and assumptions that power social media platforms work (Krass 
2022; Mayer-Schönberger and Ramge 2022). Sometimes, the relationship be-
tween researchers and platforms is even more problematic. In 2021, for exam-
ple, Meta forced the AlgorithmWatch research group to stop using an add-on 
script it had developed, which volunteer users could add to their profiles to 
understand better Instagram’s News Feed algorithm (Kayser-Bril 2021). The 
issue of data access has also grown after platform X adopted in 2023 a new, 
more restrictive policy explicitly aimed at the research community (Jingnan, 
2023). Lastly, the social media environment is ever-developing, and platform 
changes might contribute to disinformation. In a recent analysis, Reporters 
Without Borders condemned X since Elon Musk took it over in October 2022 
to have become a “sanctuary for disinformation” (Berthier 2023). One cannot 
reliably predict future trends in the spread of online disinformation, but the 
lack of cooperation from social media platforms with authorities poses a real 
challenge for EMBs, as for any other actors in addressing new electoral risks.

What could EMBs do?
Election administrators worldwide recognize the danger that new elector-
al risks pose to the integrity of elections. Positioned at the forefront of elec-
toral processes, they are well-placed to assess the scope and impact of these 
challenges. However, effectively addressing such risks remains a complex and 
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difficult task. Despite their limited powers, EMBs retain the capacity to im-
plement measures aimed at mitigating these threats and safeguarding the in-
tegrity of electoral systems. One potential avenue is leveraging their legisla-
tive authority to regulate partisan and third-party advertising, as some have 
already done. However, they must set realistic expectations with this strategy, 
as the effectiveness of such regulations in mitigating the spread of disinfor-
mation is likely to be minimal, given that social media advertising is not the 
primary vehicle for disseminating false information (Dawsey 2017). The disin-
formation ecosystem is complex and widespread, operating through networks 
that extend beyond paid advertisements. While there have been instances of 
disinformation disseminated through social media advertising, they are in-
frequent (Marks 2021:388). Access to this space is restricted not only because 
it is a paid service, but also because it is already subject to a series of regula-
tory provisions limiting its misuse. For these reasons, disinformation takes 
many other paths, such as on Facebook group pages (Alexander and Silverman 
2016), in private messages on WhatsApp (Hern 2020), on Snapchat (Andrey et 
al. 2021), on X (Singh and Blase 2020; Vosoughi, Roy, and Aral 2018). During 
the 2018 Brazilian presidential election, X was one of the prominent support-
ers of disinformation (Recuero 2020). During the 2019 Tunisian presidential 
elections, disinformation proliferated mainly through Facebook posts (Joui-
ni 2019). During the 2019 Indian general elections, WhatsApp users were the 
main target of disinformation by other users of the platforms (Garimella and 
Eckles, 2020). During the 2018 Mexican presidential elections, numerous fake 
opinion polls were published on social media and on some traditional media 
(Buendia 2018). These examples testify to the wide variety of spaces available 
to spread disinformation outside advertising. Consequently, while regulatory 
frameworks on political advertising may contribute to greater transparency, 
their overall impact on curbing disinformation remains constrained.

From an administrative standpoint, and beyond the limitations of this in-
conclusive legislative approach, EMBs should adopt a more comprehensive 
risk management framework in the planning and execution of elections, as 
recommended by researchers from International IDEA in 2021 (Vincent, Ali-
hodzic, and Gale 2021). A preliminary review of the publicly available strate-
gic plans of various EMBs suggests that this approach has not yet been widely 
adopted. Given that disinformation and foreign interference operations often 
occur outside official electoral campaigns, they should actively support initia-
tives aimed at establishing a whole-of-government approach to address these 
challenges15. EMBs alone do not have the necessary resources to mitigate this 
threat, nor is it in their mandate. 

15   As recommended by O’Connor, Sarah, Fergus Hanson, Emilia Currey, and Tracy 
Beattie (2020), “Cyber-enabled foreign interference in elections and referendums,” In-
ternational Cyber Policy Centre at ASPI 63; and Hogue, Marie-Josée (2024), “Initial Re-
port,” Public Inquiry Into Foreign Interference in Federal Electoral Processes and Dem-
ocratic Institutions, 194.
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Given that most EMBs are mandated to educate voters, they should mount 
campaigns focused on identifying disinformation, enhancing media literacy, 
and promoting fact-checking, with a particular emphasis on countering pro-
cedural disinformation. Recognizing the significant role that political parties 
and candidates play in the electoral process, EMBs should also develop special-
ized educational toolkits and training programs tailored to these stakeholders. 
By equipping them with the necessary knowledge and resources, EMBs can 
foster a more resilient electoral environment. However, despite the value of 
these initiatives, here again it is essential that they establish realistic expecta-
tions regarding the effectiveness of these measures in combating disinforma-
tion. In their study on the effectiveness of fact-checking, Nathan Walter and 
his colleagues showed that preexisting ideological beliefs reduce the ability to 
identify factual information. And yet, this is particularly this segment of the 
population who would benefit the most from such efforts (Walter et al. 2020). 
Moreover, if we consider disinformation a public health issue, as it can harm 
society by altering voters’ choices, studies have shown that simply correcting 
the record may not effectively reduce the risk-taking behaviour of less cogni-
tively capable voters, as they have more difficulty distinguishing between in-
formation and disinformation16. (Adams et al. 2023; De keersmaecker and Ro-
ets 2017; Yadav and Kobayashi 2015). 

To enhance the robustness of the EMB’s communication link with voters 
and contenders, we suggest that they avoid using social media for disseminat-
ing election-related content and instead rely solely on their official websites, 
where they maintain full authority over the messaging. As a last remark, while 
it is key to offer convenient voting methods to reduce the cost of voting and 
increase voter turnout, EMBs should continue to use paper ballots alongside 
these measures. The risk of significant electoral manipulation, whether for-
eign or not, is much greater with online systems than with paper ballots and 
human-administered processes.

16   This is the conclusion that Rajendra-Prasad Yadav and Miwako Kobayashi reached 
in their study of mass media campaigns for reducing alcohol-impaired driving and al-
cohol-related crashes. They found that “[d]espite additional decades of evidence, re-
viewed studies were heterogeneous in their approaches; therefore, we could not con-
clude that media campaigns reduced the risk of alcohol-related injuries or crashes.” 
Yadav, Rajendra-Prasad, and  Miwako Kobayashi (2015), “A systematic review: effec-
tiveness of mass media campaigns for reducing alcohol-impaired driving and alcohol-re-
lated crashes,” BMC Public Health 15: 857. Similarly, Zoë Adams, Magda Osman et al. 
Have found that “in health and risk communication it is widely accepted that the mere 
provision of accurate information is typically not sufficient to induce behavioral change—
raising the question of why perceiving false information should be sufficient to induce 
aberrant behaviour.” Adams, Zoë, Magda Osman, Christos Bechlivanidis, and Björn 
Meder (2023), “(Why) Is Misinformation a Problem?”, Perspectives on Psychological Sci-
ence 18(6): 143663.
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Conclusion
The dissemination of knowingly false information and the manipulation of 
electoral processes by foreign entities are a rising concern that poses a threat 
to the integrity of democratic elections. Both phenomena compromise the in-
tegrity of electoral processes and alter the attitudes and behaviours of electors 
in a manner that is counter to a healthy democracy. While EMBs are cognizant 
of the gravity of this threat, their capacity to safeguard elections is constrained 
by their limited legal autonomy and the absence of straightforward solutions to 
address these challenges. A confluence of factors, intrinsic to both the capac-
ities of EMBs and the nature of the threat, imposes considerable constraints 
on their ability to effectively intervene. First, EMBs are unable to amend elec-
toral legislation, a necessary step to combat this threat, due to their inability 
to exercise legislative autonomy. Instead, EMBs rely on parliamentarians for 
any amendments to electoral legislation and, for partisan reasons, they infre-
quently act. Second, the challenge of protecting against disinformation is com-
pounded by the fact that it most often classifies as free speech, which hinders 
the imposition of sanctions. Furthermore, foreign entities engaging in malign 
activities during electoral processes are not subject to national legal jurisdic-
tion. Third, any measures that EMBs might take against partisan disinforma-
tion would be inconsistent with their obligations of neutrality. The fourth and 
final constraint, while compelling social media platforms to enhance content 
curation, would be helpful, as they host most of the disinformation, EMBs do 
not possess such authority and social media platforms can hardly enforce any 
regulation over what circulates online. 
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Prevazilaženje ograničenja: Izborna tela i borba protiv dezinformacija 
i stranog uticaja
Apstrakt:
Problem dezinformacija i stranog mešanja u izbore značajno je porastao u poslednjim godi-
nama. Time se stvaraju neravnopravni uslovi koji ometaju fer konkurenciju i informisano gla-
sanje. Izborne dezinformacije ispoljavaju se na dva načina: partijski i proceduralni. Partijske 
dezinformacije ciljaju na kandidate i birače lažnim informacijama kako bi uticali na njihove 
biračke preferencije. Proceduralne dezinformacije, s druge strane, imaju za cilj da obesprave 
birače ili da dovedu u pitanje izborni proces. Strano mešanje u izbore može se definisati kao 
svaki pokušaj uticaja na ishod izbora u drugoj zemlji. Da li su tela za upravljanje izborima 
(EMBs) sprovela efikasne mere za ublažavanje ovih rizika? Odgovor je složen, ali je u suštini 
– ne. Ona se suočavaju sa institucionalnim, pravnim i tehničkim ograničenjima koja im spu-
tavaju delovanje. Prvo, izborna tela ne mogu menjati izborne zakone kako bi ih učinila ot-
pornijim na pretnje dezinformacijama i stranog mešanja u izbore. Drugo, dezinformacije u 
većini slučajeva nisu krivično delo i ne potpadaju pod važeće zakone, što otežava pravno 
gonjenje. Strano mešanje izlazi izvan domašaja nacionalne jurisdikcije. Treće, postupci koje 
izborna tela mogu preduzeti ograničeni su njihovom obavezom da ostanu pravična i nepri-
strasna. Četvrto, iako bi unapređenje kontrole sadržaja na društvenim mrežama bilo korisno, 
izborna tela nemaju ovlašćenja da sprovedu takve mere, dok same platforme imaju ograni-
čenu kontrolu nad objavljenim sadržajem.

Ključne reči: Izborna tela, dezinformacije, strano mešanje u izbore, izbori
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